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Electronic Health Records
An Electronic Health Record (EHR) also known as an Electronic medical Record is an electronic documentation of a patient’s medical history, medical problems, serious signs and symptoms, laboratory results, demographics and progress notes in a hospital or any healthcare facility (Tom, 2014).
Despite the fact that EHR has revolutionized healthcare record systems with its immense benefits, HER systems face a number of challenges.  According to Tom, (2014), EHR security is a challenge of great concern. Electronic Health Record faces the challenge of breach of patient’s confidentiality. The use of EHR has resulted in frequent patient information violations due to intentional and unintentional release and manipulation of medical-related patient details (Jaymeen, 2014).
The American Medical Association’s Code of Conduct stresses the need for healthcare providers to confidentially store patients medical information and to reveal it if need be with the sole consent of the patient unless or otherwise advised by the code (Jaymeen, 2014). The vitality of confidentiality for the long term success of EHR use in healthcare cannot be overlooked. In addition, understanding the individual views on health information confidentiality and privacy violation concerns of patients is key (Buppert, 2018). EHRs must thus effectively maintain necessary information disclosure guidelines and have a defined role-based control information access rule. Logging and accessing of EHR patient information auditing is of great importance if to mitigate the problem of confidentiality in EHR systems.
Jaymeen, 2014 notes that EHR privacy has two broad classifications; organizational threats and systemic threats. When an employee in the healthcare facility accesses patients health records without permission or with malicious intent or when someone outside the organization for example a hacker does the same, then these are organizational threats to patient’s confidentiality (Jaymeen, 2014). Further, in the attempt to guard EHRs confidentiality, technical safeguard by use of protected firewall and intrusion detecting applications and tools, secured information transmission paths, high-level encryption algorithms for storage of information and frequent checks and upgrade of EHRs software and hardware should a norm in the organization.
Compromised patient medical records confidentiality limits patient’s willingness to provide necessary health-related information to healthcare providers (Buppert, 2014). Further, privacy mistrust by patients has led to delayed seeking of medical interventions especially in cancer and mental illness patients; there is need therefore for healthcare providers to take necessary action to mitigate the negative effect of EHRs use such as ensurering that EHR information is solely accessible and used in the manner in which it is intended for (Grace-Jones, 2018).
In a glimpse, EHRs faces patient information privacy and confidentiality concerns, which limit efficiency of healthcare in the sense that it breaks their trust thus limiting their willingness to give all necessary health information and demographics, and in some delays access to medical care. Effective physical, administrative and technical measures to safeguard EHRs confidentiality must thus be put in place to mitigate the above mentioned concerns and its negative effects on healthcare efficiency. With best management guidelines, risk assessment, safeguard of EHRs and core emphasis laid to privacy and confidentiality of patient information, EHRs can serve its use in revolutionalizing medical record systems and patient information access thus enhancing the general efficiency of the healthcare system (Grace-Jones, 2018).
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